
TABLE OF CONTENTS 
AT A GLANCE 

 
 

CHAPTER 1: INTRODUCTION TO THE INTERNET AND WEB BROWSERS 1 
 
CHAPTER 2: RELIABILITY AND ADMISSIBILTY OF INFORMATION FROM THE INTERNET 37 
 
CHAPTER 3: WHO’S BEHIND A DOMAIN? 43 
 
CHAPTER 4: HOW TO SEARCH THE WEB: SEARCH ENGINES AND DIRECTORIES 47 
 
CHAPTER 5: SEARCH ENGINES: GOOGLE 63 
  
CHAPTER 6: OTHER FAVORITE SEARCH ENGINES AND META-SEARCH SITES  119 
  
CHAPTER 7: FINDING OLDER VERSIONS OF WEB PAGES THAT HAVE BEEN DELETED OR 

REVISED  133 
  
CHAPTER 8: INTRODUCTION TO INVESTIGATIVE RESEARCH 149 
 
CHAPTER 9: USING A GENERAL SEARCH ENGINE OR A PEOPLE META-SEARCH SITE                                    

TO FIND OR INVESTIGATE PEOPLE 155 
 
CHAPTER 10: HOW TO QUICKLY FIND PUBLIC RECORDS AND                                                   

PUBLICLY AVAILABLE INFORMATION SITES  159 
 
CHAPTER 11: SEARCHING USENET (DISCUSSION) GROUPS, FORUMS,                                     

MESSAGE BOARDS, AND BLOGS, TO FIND AND INVESTIGATE PEOPLE 169 
 
CHAPTER 12: USE YOUR PUBLIC LIBRARY CARD FOR REMOTE ACCESS                                          

TO EXPENSIVE PAY DATABASES FOR FREE  175 
 
CHAPTER 13: COURT DOCKETS AS INVESTIGATIVE RESEARCH TOOLS 183 
 
CHAPTER 14: LIABILITIES: BANKRUPTCIES, UCC FILINGS, JUDGMENTS, AND LIENS 235 
 
CHAPTER 15: LOCATING ASSETS 245 
 
CHAPTER 16: VITAL RECORDS 277 
 
CHAPTER 17: TELEPHONE/ADDRESS DIRECTORY WEB SITES 303 
 
CHAPTER 18: CRIMINAL RECORDS 317 
 
CHAPTER 19: FINDING EXPERTS AND VERIFYING THEIR CREDENTIALS 325 
 
CHAPTER 20: SEARCHING SOCIAL NETWORKING SITES 339 
 
CHAPTER 21: LOCATING IMAGES OF PEOPLE, CONCEPTS, PRODUCTS, OR PLACES 421 
 
CHAPTER 22: FINDING MILITARY PERSONNEL 423 
 



 

 

ii 

CHAPTER 23: VERIFYING OCCUPATIONAL LICENSES OF TRADESPEOPLE AND  
PROFESSIONALS 425 

 
CHAPTER 24: LOCATING AND BACKGROUNDING ATTORNEYS, JUDGES, AND                              

OTHER LEGAL PROFESSIONALS 433 
 
CHAPTER 25: LOCATING INFORMATION VIA A FREEDOM OF INFORMATION ACT (FOIA) 

REQUEST 449 
 
CHAPTER 26: POLITICAL CAMPAIGN CONTRIBUTIONS 451 
 
 
CHAPTER 27: USING CASE LAW DATABASES TO GATHER BACKGROUND                        

INFORMATION ABOUT PEOPLE, COMPANIES, ETC. 459 
 
 
CHAPTER 28: PAY INVESTIGATIVE RESEARCH DATABASES                                  481 
  

INDEX 517 
  



 

 

iii 

 

 
 

TABLE OF CONTENTS 
 
 

CHAPTER 1: INTRODUCTION TO THE INTERNET AND WEB BROWSERS 1 
 

STARTING AT THE BEGINNING 1 

WHAT IS THE INTERNET? 1 

WEB BROWSERS 2 

 Downloading Chrome 3 

 Chrome’s Address Bar/Omnibox 3 

 Chrome’s Tabbed Web Browsing 4 

 Toolbar: Back, Forward, Reload this Page, Home, and Search 5 

 Menu: How to Customize and Control Chrome 7 

 New Window 8 

 New Incognito Window (Private Browsing) 8 

 Virtual Private Network  (Private Browsing) 8 

 Bookmarks 9 

  Adding Bookmarks   10 

  Organizing a New Bookmark into Folders or the Bookmark Bar   11 

  Organizing Existing Bookmarks Using the Bookmark Manager   12 

  Launching Bookmarks to Visit a Site, and Closing a Site 18 

 Bookmarks: Backing Up, Syncing, Exporting, and Importing 18 

 Recently Closed Tabs   21 

 Zoom   22 

 Saving (Downloading) Web Pages   24 

 Printing Web Pages    25 

 Copy and Paste Portions of a Web page 26 

 Where’s My Download?   26 

  Using the Find Function to Search a Word or Phrase in a Web Page or Document 28 

 Web History, Cache, and Cookies 30 

 Accessing or Deleting Web History 31 

  How to Delete Browsing Data (Cache, Cookies, Web History, etc.) 32 

  Setting the Default Search in the Omnibox   33 

  Setting the Default Startup Page 33 



 

 

iv 

  
CHAPTER 1: INTRODUCTION TO THE INTERNET AND WEB BROWSERS (cont.) 
  

  Using Chrome’s Advanced Settings 34 

 E-Mailing Web Pages and URLs    35 

 
CHAPTER 2: RELIABILITY AND ADMISSIBILTY OF INFORMATION FROM THE INTERNET 37 
 

 Duty to Google/Due Diligence   37 

  Wikipedia: Inherently Unreliable…Or Not?  39 

  Reliability of Information Retrieved from the Internet Archive Site 40 

  Reliability/Authenticity of Information Retrieved from Social Networking Sites 40 

 

CHAPTER 3: WHO’S BEHIND A DOMAIN? 43 
 

CHAPTER 4: HOW TO SEARCH THE WEB: SEARCH ENGINES AND DIRECTORIES 47 
 

NAVIGATING TO INFORMATION ON THE INTERNET 47 

DIFFERENCES BETWEEN SEARCH ENGINES AND DIRECTORIES 47 

SEARCH ENGINES AND THE INVISIBLE WEB 52 

DIRECTORIES 54 

DIFFERENCES BETWEEN VARIOUS SEARCH ENGINES 55 

 Boolean Logic and Connectors: How to Connect Search Words and Phrases 55 

 Boolean Connector "Defaults" 56 

Phrase Searching  56 

 Proximity Connectors 57 

 Searching with Wildcards 60 

 Organizing Your Search with Parentheses 60 

 Search Engine Help Pages and Features Comparison Chart   62 

 
CHAPTER 5: SEARCH ENGINES: GOOGLE 63 
  

 Why Google? 64 

 "Basic" Google Search Strategies 65 

DIFFERENT WAYS TO SEARCH GOOGLE 67 

 The Basic "Google Search" with Predictive Keyword Suggestions 68 

 Google “Instant” Search Results 63 

 "I’m Feeling Lucky" Search 72 

 Voice Search 73 



 

 

v 

CHAPTER 5: SEARCH ENGINES: GOOGLE (cont.) 
 

The Google Search Results Page: Using Filter Links to Narrow  
Your Search by Resource Type 74 

The Google Search Results Page: Using Other Filters to Narrow  
Your Search  75 

 Google Search Results: Knowledge Graph 76 

 Creating Sophisticated Searches Using Google’s "Advanced Search" Page 77 

 Using Google’s Advanced Search for Site/Domain Searching 80 

Using Google’s Advanced Search File Type Drop-Down Menu to Locate a                                                   
Specific File Type 82   

 Using Google’s Advanced Search File Type Drop-Down Menu to Locate                                          
PowerPoint Presentations 85  

 Using Google’s Advanced Search File Type Drop-Down Menu to Locate PDFs 87 

Locating Other Types of Files, Specialized Databases, and   
Services from the Google Homepage 88 

 Using Google to Locate Current News 92 

 Google News Advanced Search 95 

 Using Google Alerts to Keep Up to Date with Information Automatically 97 

 Using Google News Archive to Locate Historical Information 98 

Using Google to Locate Blogs 100 

Using Google to Locate Non-Text Files Such as Sound/Audio/Podcasts and Video 102 

Using Google to Locate Images 104 

Using Google’s “Search by Image” to Conduct a Reverse Image Search 107 

"Hidden" Search Engine Features Not Even Found Behind Google Menu’s “Even More” 108 

Google Patent Search 109 

Using Google as a Phone Directory or Address Directory 111 

Using Google to Locate “Invisible” Data in Databases 113 

New Google Search Tips and Tricks 114 

HUMAN SEARCH ENGINES 115 

FINDING "SPECIAL TOPIC" SEARCH ENGINES AND DIRECTORIES 115 

BRINGING IN YOUR OWN SEARCH EXPERT 116 

 

CHAPTER 6: OTHER FAVORITE SEARCH ENGINES AND META-SEARCH SITES  119  
  

 Bing 120  

 Yahoo! 124 

META-SEARCH SITES: SEARCHING A “SEARCH ENGINE OF SEARCH ENGINES” 128 

 Yippy.com (formerly Clusty.com; formerly Vivisimo.com) 129 

 DuckDuckGo.com 130 



 

 

vi 

CHAPTER 7: FINDING OLDER VERSIONS OF WEB PAGES THAT HAVE BEEN DELETED OR 
REVISED  133  

  

Cached Pages at Bing, Google, or Yahoo! 133 

Cached Pages at the Wayback Machine 134 

Full-Text Search of the Wayback Machine 138 

What’s Missing from the Wayback Machine 140 

Cases Admitting Evidence from the Wayback Machine 143 

Cases Not Admitting Evidence from the Wayback Machine 146 

How to Obtain an Affidavit from the Wayback Machine 146 

Archive-It  147  

 
 
CHAPTER 8: INTRODUCTION TO INVESTIGATIVE RESEARCH  149 
 

 Publicly Available Information 149 

 “Public Records” vs. "Publicly Available" Information 150 

 Public Records and “Personally Identifiable” Information 151 

 Public Records and "Sensitive" Information 151 

 Private Records 151 

 Public or Private Records? Driver’s License Records 152 

 “Proprietary” Information 153 

 

 
CHAPTER 9: USING A GENERAL SEARCH ENGINE OR A PEOPLE META-SEARCH SITE                                    

TO FIND OR INVESTIGATE PEOPLE 155 
  

 Using People Meta-search Sites to Find or Investigate People 156 

 

 
CHAPTER 10: HOW TO QUICKLY FIND PUBLIC RECORDS AND                                                               

PUBLICLY AVAILABLE INFORMATION SITES 159 
 

 Directory Web Sites 159 

  Search Systems 159 

  Portico 163 

  BRB Publications 163 

  Black Book Online 165 

 

 



 

 

vii 

CHAPTER 11: SEARCHING USENET (DISCUSSION) GROUPS, FORUMS,                                                 
MESSAGE BOARDS, AND BLOGS, TO FIND AND INVESTIGATE PEOPLE 169 

 

 Searching Usenet (Discussion) Groups: Google Groups 169 

 Searching Blogs 171 

 

  
CHAPTER 12: USE YOUR PUBLIC LIBRARY CARD FOR REMOTE ACCESS                                                       

TO EXPENSIVE PAY DATABASES FOR FREE 175 
 
 Remote Access to Expensive Pay Databases for Free from Your Public Library 175 

 

 

CHAPTER 13: COURT DOCKETS AS INVESTIGATIVE RESEARCH TOOLS 183  
 

Pay Federal Dockets (All Courts): PACER (Public Access to Court Electronic Records) 185 

Free Federal Dockets and Case Documents from RECAP (PACER Spelled Backwards):                                                                                                    
(Federal Appellate, Bankruptcy, and District Courts) 196 

Free Federal Dockets and Case Documents from Justia: U.S. District Court (Civil)                                                                 
and U.S. Circuit Courts of Appeals 202 

Hybrid (Free and Pay) Federal Dockets and Case Documents                                               
(Appellate, Bankruptcy, and District Courts) from PacerPro 204 

U.S. Supreme Court Dockets 210 

U.S. Supreme Court Dockets, Briefs, and Oral Arguments from FindLaw,                                
American Bar Associations Preview of United States Supreme Court Cases                                 
and SCOTUSblog 212  

U.S. Supreme Court and U.S. Courts of Appeals Oral Arguments from Court Listener 215 

Pay Dockets and Case Documents: Federal (Appellate, Bankruptcy, and District Courts),           
State, and Local from Westlaw CourtExpress.com, LexisNexis CourtLink.com, and            
Bloomberg Law Dockets 215 

Complaints: State, Federal, and Local from Courthouse News 216 

Dockets and Case Documents from Official State and Local Court Sites 217 

 

 

CHAPTER 14: LIABILITIES: BANKRUPTCIES, UCC FILINGS, JUDGMENTS, AND LIENS 223  
 

Bankruptcy 223 

Searching PACER Bankruptcy Courts 224 

Searching Alternative Sources for Bankruptcy Dockets 227 

UCC Filings, Judgments, and Liens Databases 229 

Other Docket Background Searching 233 

 



 

 

viii 

CHAPTER 15: LOCATING ASSETS 235  
 

 Using Asset Searches to Find People and Investigative Backgrounds 235 

 Locating Bank Accounts and Balances 235 

REAL ESTATE 238 

PERSONAL PROPERTY 242 

 Unclaimed Money and Other Assets 242 

 Aircraft Registration/Ownerships    243 

 Pilot Certification 245` 

 Vessel Registration 246 

 Intellectual Property (Patents, Trademarks, and Copyrights) 247 

  Patents 247 

  Trademarks 250 

  Copyrights 251 

BUSINESSES 253 

 Business Ownership 253 

 Locating Information About Public Companies, Executive Compensation                                                  
and Stock Ownership 256 

 Locating Information About Company Employee Benefits Plan 264 

 

CHAPTER 16: VITAL RECORDS 267 
 

Vital Records: Births, Deaths, Marriages, Divorces, and Social Security Numbers 267 

 How to Find Vital Records Using Online Directory Sites 268 

MARRIAGE AND DIVORCE RECORDS 274 

BIRTH RECORDS AND BIRTHDAYS 276 

 Social Security Numbers 278 

DEATH RECORDS AND DECEDENTS’ SOCIAL SECURITY NUMBERS 280 

State and Local Death Records 284 

GRAVESITES  286 

 Findagrave.com 286 

OBITUARIES 287 

 Tributes.com 287 

 Legacy.com 289 

 Public Library “Free Remote Access Databases” Might Include Obituaries 290 

 

 

 



 

 

ix 

CHAPTER 17: TELEPHONE/ADDRESS DIRECTORY WEB SITES 291 
 

Finding and Investigating People and Companies Using                                                                                 
Telephone Directory Web Sites 291 

  Anywho.com 293 

  Whitepages.com 296 

  Infobel.com 299 

 Restrictions on Obtaining Phone Record Information (Call Logs) 299 

 

CHAPTER 18: CRIMINAL RECORDS 301 
 

 Federal Criminal Records 301 

 State and Local Criminal Records 301 

  State Criminal History Reports 304 

  Fee-Based Sources for State and Local Criminal Records 305 

  Sex Offender Records 305 

  Criminal Court Dockets 306 

  DUI Databases 307 

 

CHAPTER 19: FINDING EXPERTS AND VERIFYING THEIR CREDENTIALS 309 
 

 Finding Experts by Searching Free National Expert Witness Directory Databases 309 

 Finding Experts by Searching a Search Engine, or Social and Professional Networking Sites 311 

 Finding Experts by Searching Law Association Web Sites 311 

 Finding Experts by Searching Other Association Web Sites 312 

 Finding Experts by Searching a Product Directory 314 

 Finding Experts by Searching a College or University Web Site 315 

 Finding Experts Via a Literature Search 316 

 Finding Experts Through Jury Verdict, Settlement, Case Law, and Brief Bank Web Sites 319 

 Verifying Experts’ Professional or Trade Licenses 320 

 Expert Witness Background Research Services 320 

 

CHAPTER 20: SEARCHING SOCIAL NETWORKING SITES 323 
 
 Social Networking Profiles Can Contain a Treasure Trove of Evidence 324 

 Courts Regularly Admit (and Compel Parties to Produce) Social Networking                                                
Content as Evidence 326 

 Why a Civil Subpoena Won’t Get You Information from a Social Networking Site 327 

 



 

 

x 

CHAPTER 20: SEARCHING SOCIAL NETWORKING SITES (cont.) 
 

LAWYERS HAVE AN ETHICAL DUTY TO BE AWARE OF SOCIAL NETWORKING SITES                                         
AS A POTENTIAL SOURCE OF EVIDENCE 328 

HOW TO OBTAIN THE CONTENT OF SOCIAL NETWORKING PROFILES 329 

SERVICE OF PROCESS VIA SOCIAL NETWORKING SITES AND OTHER ELECTRONIC MEANS 331 

SEARCHING SOCIAL NETWORKING PROFILES 334 

Facebook  334 

 Search Facebook by Name, E-mail, or Phone Number 335 

 More Targeted Facebook Searching 336 

 Identifying Facebook Profile IDs 338 

 Searching Facebook Live Video 339 

 Searching Facebook with Google 340 

 Alternative Method for Determining if a Facebook Profile Exists 341 

 Download Your Facebook Account Data 343 

Google+  345 

 Download Your Google+ (and Other Account) Data 350 

LinkedIn  353 

 Download Your LinkedIn Account Data 357 

Myspace  359 

Classmates  362 

Microblogging Sites (e.g., Twitter) 364 

 Performing Precise Geographic Searches using Twitter’s Simple Search Box 368 

 Download Your Twitter Account Data 372 

Other Social Networking Sites: Photos and Videos 373 

 Instagram 373 

 Pinterest 375 

 YouTube 376 

Ethical Concerns for Lawyers Conducting Social Networking Research 379 

 Pennsylvania Bar Association Formal Opinion 2014-300 381 

 New York State Bar Association Commercial and Federal Litigation Section                                
Social Media Committee’s Social Media Ethics Guidelines (2017) 381 

 American Bar Association Standing Committee on Ethics and                                              
Professional Responsibility Formal Opinion 466 383 

 State Bar of California Standing Committee on Professional Responsibility                                     
and Conduct Proposed Formal Opinion Interim No. 11-0004 385 

 San Diego County Bar Association Ethics Opinion 2011-2 386 

 New York Lawyers Association Committee on Professional Ethics                                                 
Formal Opinion 743 386 



 

 

xi 

CHAPTER 20: SEARCHING SOCIAL NETWORKING SITES (cont.) 
 

Ethical Concerns for Lawyers Conducting Social Networking Research (cont.)  

 New York City Bar Association Formal Ethics Opinion 2010-02 388 

 New York State Bar Association Ethics Opinion #843 389 

 Philadelphia Bar Association Ethics Opinion 2009-02 390 

 Advising Clients About Their Social Networking Profiles 391 

  The Difference Between “Deactivating” and “Deleting” a Facebook Account 393 

 

CHAPTER 21: LOCATING IMAGES OF PEOPLE, CONCEPTS, PRODUCTS, OR PLACES 395 
 

Locating Images Using Keywords 395 

Locating Images by Searching by Image (Reverse Image Searching) 396 

 

CHAPTER 22: FINDING MILITARY PERSONNEL 397  
 

CHAPTER 23: VERIFYING OCCUPATIONAL LICENSES OF TRADESPEOPLE                                       
AND PROFESSIONALS 399  

 

Directories for Locating Licensing Bodies 400 

Medical Licenses 401 

Financial Professionals’ Licenses and Discipline Information 403 

 

CHAPTER 24: LOCATING AND BACKGROUNDING ATTORNEYS, JUDGES, AND                              
OTHER LEGAL PROFESSIONALS 407 

 
 Contact Information, Biographies, and Directories 407 

 Contact Information and Biographies: Judicial Directories 411 

 Articles by and About Judges or Attorneys 413 

 Blogs, Blawgs, and Tweets by and About Judges or Attorneys 415 

 
CHAPTER 25: LOCATING INFORMATION VIA A FREEDOM OF INFORMATION ACT (FOIA) 

REQUEST 417 
 

CHAPTER 26: POLITICAL CAMPAIGN CONTRIBUTIONS 421 

 
 Why Search Political Campaign Contribution Web Sites 421 

 FEC’s Individual Contributor Database 421 

 Followthemoney.org 423 

 Individual State’s Campaign Contribution Sites 425 



 

 

xii 

 

CHAPTER 27: USING CASE LAW DATABASES TO GATHER BACKGROUND                          
INFORMATION ABOUT PEOPLE, COMPANIES, ETC. 427 

 

CASE LAW DATABASES 427 

 Free Case Law Databases 428 

  Google Scholar: Federal and State Case Law Database 429 

  Google Scholar: How to Search 430 

  Google Scholar Results  434 

  Google Scholar Alerts  434 

  Google Scholar Citator: How Cited 435 

Fastcase App  435 

  Field Searching at Casemaker and Other Databases  440 

 

CHAPTER 28: PAY INVESTIGATIVE RESEARCH DATABASES 441 
 
 What Are Pay Investigative Research Databases? 441 

 When Should You Use a Pay Investigative Research Database? 444 

 What Types of Records Are Found in Pay Investigative Research Databases? 445 

 Where Do Pay Investigative Research Databases Obtain Their Data? 446 

 Pay Investigative Research Databases Are Relational Databases 447 

 Pay Investigative Research Databases Restrict Access to Social Security Numbers 447 

Credit Headers: What Are They, Who Has Access, and Why Do They Make a                                                                
Database Better?  449 

 Gramm-Leach-Bliley Act (GLBA), 15 U.S.C. 6802(e) 451 

 Pricing and How to Become a Subscriber to Pay Investigative Databases 456 

 TLOxp  456 

 The History of Investigative Research Databases 470 

NON-CREDIT HEADER PAY INVESTIGATIVE RESEARCH DATABASES 471 

 Intelius  472 

 Should Legal Professionals Use Databases Like Intelius or US Search? 474 

 Search Systems Premium 474 

 
 

INDEX 477 
  

 
 

 


